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Network traffic is an important component of the information needed
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Wireshark is an analyzer desktop program which is used to analyze network fact, it’s just the name of the project, Sysstat in fact is a package that includes

' ] It ] ] ] + . . X . . .
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library and rel.e ased under the GPL license. tools which shows you many statistics about your Linux OS.
Features of Wireshark:
Features of Sysstat

* Cross-platform: it works on Linux, BSD , Mac OS X and Windows.  Available in many Linux distributions repositories by default.

* Command line support: there’s a command line based version from . Ability to create statistics about RAM, CPU, SWAP usage. Beside the ability to

. Xv];ﬁf h?c]zkc;o ? r;aelirfieIPds;?l.s USB traffic, network data easily to analyze it monitor Linux kernel activity, NFS server, Sockets, TTY and filesystems.
Y ptu ) , NELW Y yze 1t. Ability to monitor input & output statistics for devices, tasks.. etc.

e Available in most Linux distributions repositories. o : : :
b Ability to output reports about network interfaces and devices, with support
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Sysstat can show you the power statistics (usage, devices, the fans speed.. etc)
Observium - Network Management and Monitoring as well.

otocol Info Observium is also a network monitoring tool, it was designed to help you manage Many other features..

ETAER Qiary O A OO 10 your network of servers easily, there are 2 versions from it; Community Edition

Standard query A pinterest.com

Standard query response which is free & open-source and Commercial version which costs £150/year.
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Monitor Local Network Traffic

Cacti - Network and System Monitoring
Cacti is nothing more than a free & open-source web interface for RRDtool, it is used BT

often to monitor the bandwidth using SNMP (Simple Network Management Protocol), it - s — Sysstat: Linux Statistics Monitoring

can be used also to monitor CPU usage. Operating Systum Lo 3.0.33-33-sarver (Ut 16.00 inkel Core 17 920 @ 2.67GMe

Comtact Inted Core 17920 @ 2.67GM:

Features of Cacti: e it e 3 Sarg - Squid Bandwidth Monitoring

. Fre.e & open-source, released under GPL license. . e — Sarg (Squid Analysis Report Generator) is a free & open-source tool which act as
e Written in PHP with PL/SQL. g Ny : . .

) : : RN 0 - | a monitoring tool for your Squid proxy server, it creates reports about your Squid
* A cross-platform tool, it works on Windows and Linux. = i . | B Memory Poss : .. :
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N Features of Sarg
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e I, - e Unlike the other tools, Icinga is a network monitoring program, it shows you many
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Features of Icinga 0w & e
Downloads

* Icinga is also free and open-source. ik

Authentication Fallures

* Very functional in monitoring everything you may have in networking. NUM_|userIo seTIme

115 pg 126. 3sxl 3,296 91.57% s 21% 725:57:08 2,613,428,253 99.55%

¢ Support for MYSQL and POStgreSQL 1s included. 2lk%172.16.1a.204 31.24K 48.20M  1.34% 100.00% 0.00% 00:00:01 1_,1257 0.00%

3th® 172.16.21.231 2.01K| 34.10M  0.95%  3.87% 96.13%) 00:09:35 575,937 0.02%
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Very expendable with modules and extensions. o 172.16.144.195 152K 2146 0.60% 6.45% 93.55%  00:10:07 607,122 0.02%

aait EEEtoa . . . . 70 ®172.1623.66 | 998 15.12M  0.42%  5.84% 94.16%  00:04:27 267,226 0.01%

e Icinga supports applying services and actions to hosts. T e I e R e T e T R

9 th® 172.16.20.162 1.62K 10.94M  0.30% 0.32% 99. .68%) 00:13:24 804,194 0.03%

Cacti Network Monitoring A lot more to discover.. 0B 172.16.64.116 | 557 8.48M_ 0.24% 3.40% 96.52%  00:03:22 202,662 0.01%
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